Disaster Preparedness Planning: 
How to Prevent Disasters and What to Do When Disaster Strikes
What is Disaster Preparedness? 

Disaster preparedness planning (DPP) is the process of planning, preparing, implementing and testing how an organization will sustain critical business functions after an unfortunate event disrupts normal operations. DPP specifies the degree of operational functionality required when a crisis occurs and the time to attain that degree of operation. Such disruption may be partial or complete. The degree of restoration and the restoration time constraints are determined by the criticality of each function; DPP is function-based and it not limited to information systems—whereas we may be able to resume operations of our IT systems, what if we can’t otherwise serve our constituents? In short, DPP must encompass all critical functions. DPP is my preferred term, but there are many other terms that refer to this process. Among the many terms are “disaster planning”, “business continuity”, “contingency planning”, “continuity of operations”, “emergency preparedness”, “business resumption”. 
Why Plan? 

Many organizations wait for a disaster to occur before thinking about the required steps to recover. This can be fatal. Imagine that you’re building has burnt down, and you need to resume operations—consider the procurement, preparation and restoration that must be executed. If you forget one item, or if you perform them out of sequence, it will take considerably more time to resume operations—or you may not be able to resume operations at all. The point is that planning avoids having to think of everything in a pressure situation. If you don’t plan, prepare, practice and test, you really don’t know whether you’ll be able to recover.
Challenges to Disaster Preparedness Planning: 

. 

There are many obstacles to effective planning. For brevity, I will sum it up in one word: resources. Management must fully commit to the process, and the resources to make it happen. The key to understanding the value of DPP is understanding the value of what is at stake. 
Teams:

Because DPP encompasses the entire organization, the entire organization must get involved. Therefore a disaster recovery team is the best way to approach the effort. The DPP team will perform the BIA, help to develop and implement the plan, test the validity of the plan, and to execute the plan if and when a disaster strikes. 

Communication:

Our DPP must provide a way to communicate when disaster strikes. Setting up a contact (phone) tree is a good plan except when a disaster may disable traditional communications methods. Disaster preparation plans may indicate alternate methods of communication like email or setting up an emergency intranet website. DPP must include contact information for all key staff, vendors, partners or anyone who we might need to contact when an emergency strikes—this means we must update our contact list on a regular basis. Because we may not have access to our main facility, key staff must have access to a copy of the DPP offsite. 

Business Impact Analysis: The first step of DPP, business impact analysis (BIA), we identify our critical assets, whether they be hard assets or more esoteric assets like intellectual property, information or relationships. BIA must identify all critical processes and determine their value, either quantitatively or qualitatively. 
Risk assessment: After identifying our assets, we must perform a risk assessment for each. Our risk assessment takes into account our geography, political affiliation, relationships and other factors. One of our association customers, located in the same building as a major newspaper, considered an Anthrax scare (which could potentially close down their building) to be a major risk in 2001. Another association customer received a letter laced with white powder appearing to be Anthrax, simply because an individual represented by the organization made a statement that the sender considered offensive. To summarize, we must think through the potential threats, determine their potential impact and take appropriate countermeasures. 
Categorizing Risk: 

There are quantitative methods to identify risks, but many of these presume unknown quantities (like how frequently a tornado might hit our building) and build an assumption into the analysis. Because quantitative analysis may be based on assumptions that are not accurate, many organizations invoke qualitative analysis in which relative risks are ranked comparatively. For example, we may determine that being hit by a computer attack presents a greater risk than having a tornado tear down our building, so we dedicate a greater amount of resources to prevent or recover from that risk. 
One method to qualitatively categorize risk is to use a risk matrix shown in figure one. For those threats that are high probability and high impact, we take preventative measures. For those risks that have a high probability but a relatively low impact, we should contain and control. For those risks that are high impact and low probability, we can purchase insurance. For those events that appear unlikely and have low impact, we might chose to accept. 
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Figure One: Risk Matrix

To prepare for disaster, we have two options: try to avoid them or prepare to deal with them in case they do occur. We discuss these two options next. 
Disaster Prevention: 

For many disasters, the best option is to try to avoid them. Organizations routinely install redundant computer components like redundant disk drives to ensure that disk failures do not affect operation. Organizations install virus software, firewalls and anti Spyware programs to assist in preventing computer attacks. If we are to take DPP seriously, we must make a serious effort to avoid disasters and not just recover from them. For each risk that we believe to be high probability and high cost, we must make some effort to prevent them from occurring. 
A key factor in disaster prevention is to identify single points of failure. Often times, if we don’t plan for potential disasters, then we may not be aware of when and where we are vulnerable to single points of failure. One of the most typical single points of failure that we find at our association customers is that the same individual is responsible for changing the backup tapes, checking the backup logs, and making sure that the backup tapes are taken off site. But what if that individual is either irresponsible or becomes disgruntled? Are we really willing to risk our organization’s survival when we can easily delegate these duties to separate individuals? Even if we completely trust an individual performing these roles now, we may have an entirely different staff five years from now. The point is that we need to create systems that avoid single points of failure. 
Disaster Recovery: 
Some disasters cannot be avoided. For these, we plan for recovery. For recovery we identify: 
(1) a recovery point objective (RPO)—the degree of recovery we must attain; and

(2) a recovery time objective (RTO)—the time in which we must recover that asset.

We can afford to operate without some of our assets for a period of time—as time passes however, the requirement to resume that function will increase. If we lose our ability to process payroll for example and we have just processed payroll, we may not need payroll immediately; this need will increase as our next payroll date approaches. For some functions we can afford to operate at a reduced capacity for a period of time—for example, our RPO for membership might be 50 percent after one week, but increase to 80 percent after one month. 
How do we plan for a disaster to strike? Our BIA should answer this—each organization must determine what is appropriate. Some organizations build redundant servers for each critical function and house those servers at a remote location. The Board of one of our association clients has mandated such action, so we have helped them to create complete up-to-date systems at a remote location. It was surprising how inexpensively we were able to engineer such a solution. Some associations start by purchasing a spare server, and practicing restoration of each critical system on that server. Others install a Terminal Server to provide remote access in case a localized disaster makes their site unavailable. Even though these are not a full-blown disaster recovery efforts, it’s a good start. The key to recovery is that we must detail all the steps required to achieve our RPO and RTO. To know our plan will actually work, we must regularly test our plan. 
Testing:
Testing is one of the most critical aspects of DPP. Here’s an example why: One of our association customers (doing due diligence in their DPP efforts) engaged us to perform a full system restore on their servers—it was very interesting to find that the backup software vendor’s brand new version of software failed to restore their system. This test allowed us to remediate the problem, and a subsequent attempt succeeded. Given the complexity of restoring operations, only through testing and rehearsals can we get all the details right. 
Preparing for the small disasters: 

Many of us regard DPP as exclusively preparing for the large disasters, which we can refer to as the “big ‘D’ disaster”, where there is nearly complete catastrophe. When we do the analysis, however, our greatest risk may come from smaller disasters. Let’s take the example of the devastating tornado (that may strike our organization once every 1000 years and costs us $1,000,000 in damages). Does this present a greater annualized loss exposure
 than Spyware (that affects our systems once per day and costs $100 per event due to lost productivity and lost IT staff resources to resolve the problem)? So sometimes the small disasters present greater risk than the big ones. 
Start Small:
The complex and monumental task of DPP can be intimidating. The key is to start small. By taking small measures, one step at a time, we make progress toward protecting our organizations. As the old cliché goes, every journey begins with the first step. Sometimes those first steps can be the most effective steps in that small measures can produce big results. Some of our DPP clients have started off with small steps, but once they have completed those first steps they are much better prepared than they were before. And now they can build on those first steps and continue to move forward. 
Conclusion: 

Because DPP must involve virtually everything we do, the DPP process can be daunting. So we should take the process one step at a time, and make sure to involve the entire organization. We can always start off small and continue to make progress. We can go a long way by preparing for, preventing and planning to recover against some of the smaller disasters from which we face the greatest risk. 
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We may determine that being hit by a computer attack presents a greater risk than having a tornado tear down our building, so we dedicate a greater amount of resources to prevent or recover from that risk. 





The key to management understanding the value of DPP is their understanding the value of what is at stake





If you don’t plan, prepare, practice and test, you really don’t know whether you’ll be able to recover. 
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So sometimes, planning for the little ‘d’ disasters provides the best efficacy.  





We must update our emergency contact list on a regular basis. 





So sometimes the small disasters present greater risk than the big ones. 








� From Learning Tree International Course Notes, Course 289: Disaster Recovery for the Enterprise


� Annualized loss exposure is a quantitative method for determining risk by dividing the loss incurred by the frequency of occurrence. 





